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People who own smart phones become dependent on them for information 

exchanges within a social network that includes friends, colleagues and a 

multitude of informational feeds. Some people have a need to post regular 

updates from their daily life, at times with great frequency. There are many 

ways to share information with the world about everyday activities. It is 

important to know when to share and what to share in both a professional 

and personal setting.    
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The Internet and the World Wide Web provide many vehicles of 

communication. Professional websites, like LinkedIn, are networking tools 

where people post work related information about themselves. Most Web 

users are familiar with Facebook, YouTube, Pinterest and Twitter, which are 

often used more for personal communication than professional interaction.  

Blogs and Skype provide asynchronous and real time communication between 

people. Instagram and Snapchat are phone based social media platforms that 

are often used to share pictures and videos with the world. Instagram can be 

viewed at any time, but Snapchat posts last about 10 seconds upon viewing, 

and then are erased immediately. Instagram allows people to share photos 

with other members of that social network platform. They can set their 

profile to a public or private setting.  
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Social Media can be defined as phone and internet based sharing of 

information in the form of text, photos, videos, audio files and images. 

Social networking serves as a communication tool for professionals to share 

knowledge related to their craft. However, it can also be a vehicle for 

disseminating personal information. Professionals can use social networking 

to communicate with both peers and patients. Patients can use online 

resources to communicate with others for support and to compile 

information related to a specific disorder. Most social networking sites have a 

private communication feature, but most posts on social media are open to 

the public. Long term residents and their families may use social media tools 

to research health care facilities and to support online advocacy campaigns.  

Professionals who share private patient information on social media can be 

charged with legal action. 
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Social Media is used as tool to facilitate optimal health. Residents and their 

families use social media to search and communicate with potential senior 

living communities facilities. Most institutions have a marketing website with 

descriptions of the facility. Online reviews often use Likert style ratings from 

people who are familiar with the residence. Further research into the quality 

of a facility might be found in blogs or review sites that describe the physical 

plant and resident satisfaction. A bad review can discourage people from 

choosing a facility. YouTube videos featuring residents or staff can foster a 

positive image for a senior living communities. However, if negative media is 

posted in relation to a facility, the institution and its employees can suffer 

drastic consequences.  
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Many professions offer guides for appropriate social media use. Employers 

sometimes neglect to add these guidelines into their policies. How 

employees use their personal electronic devices and social media profiles 

seems to fall outside the realm of the workplace. However, when 

information from the workplace is shared on social media, it can reflect on 

the reputation of the institution. Policies should clearly identify the 

ramifications for violating resident confidentiality. Consequences include 

employee termination and even legal action. All health care professionals 

have an obligation to protect patient information and should not post any 

form of media online without proper permissions. A simple Facebook post 

stating “My patient refused her Ativan today” could be traced back to a 

particular patient. In addition, employees should be cautioned not to post 

derogatory remarks about their colleagues. This promotes an unsafe 

workplace for others.  

 

 

12 



The Health Insurance Portability and Accountability Act (HIPAA) requires all 

health care providers to secure a resident’s permission before sharing their 

private information with others. That includes sharing any form of media on 

any social networking site. In addition to this regulation there is the ethical 

responsibility of the care giver. Since many residents suffer from cognitive 

impairments, it is the role of the caregiver to be an advocate for the 

resident and protect their privacy at all times. Caregivers post private 

information about residents without malicious intent but the violation of 

patient privacy can be cause for disciplinary action and possibly termination 

and potential liability to both the facility and the caregiver. 
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Unprofessional content that is displayed on social media sites like Facebook, 

Instagram and Snapchat affects an individual’s reputation. Consequently, it 

can also reflect on the reputation of the individual’s employer. There have 

been instances when surgical residents were at risk for disciplinary action or 

dismissal for posting personal activities on social media. In the professional 

world, high risk online activities include postings of healthcare professionals 

in an intoxicated state, inappropriate photographs, and identifiable patient 

information. When content is posted it should be clearly stated that the 

content has been generated by a specific individual and does not represent 

the views of their professional affiliations.  
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Social Media controls need to be made clear to staff and residents. Staff 

need to be aware of which residents are active social media users. They 

must remind residents that public posts could have an impact on the safety 

of other residents and staff, as well as the organization’s reputation. Many 

residents and employees post or share content and use online 

communication tools without malicious intent. However, visual cues and 

other factors can lead to public identification of the institution even if the 

name is not part of the post. These posts can compromise HIPAA regulations 

and resident confidentiality. 
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The Centers for Medicare & Medicaid Services review nursing homes to 

ensure that there are policies in place that prevent staff from breaching 

confidentiality with social media communications. Institutional strategy 

should include comprehensive policies and adequate training for staff that 

are consistent with organizational goals and objectives. Many institutions 

have used Internet tools as a way of ranking the care and quality they 

provide to residents. The public rankings of caregivers affiliated with health 

care facilities can also impact the overall reputation of the facility. 

Caregivers should be careful to behave publicly in a way that reflects well on 

their employer.  

Additionally, there is risk related to the use of social media to communicate 

directly with residents and their families. For example, one visiting nurse 

shared updates with family via an Internet communication tool that was not 

secure. The outcome was a leak of information about the patient to lay 

people uninvolved in the case. Remember to consider what the residents are 

posting online. 
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Local and national newspapers frequently report on inappropriate use of 

social media in healthcare. For example, in Florida, a worker posted a video 

of two residents engaged in sexual activity without their permission. The age 

of the resident and the name of the facility were stated in the newspaper 

article. The worker was arrested and lost her job.  Reporters investigated 

the facility and found that the facility had fines for improperly trained staff 

and other malpractice occurrences. In another state, a worker posted images 

of a resident covered in feces. Images like these are more common than they 

should be. These incidents are a poor reflection on the institution, cause 

residents to leave, and potentially cause a facility to close.    
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One video of a senior living facility resident labeled “jerk” was removed and 

the YouTube account associated with the video was terminated. Social media 

sites like Facebook and YouTube try to manage inappropriate content and the 

users responsible for posting it.  BBC Panorama demonstrated abuse in senior 

living communities by placing hidden cameras in resident rooms. One man 

posted a video with commentary about the care of his mother in a senior 

living community. His frustration with the lack of care and concern, abuse 

and inappropriate behavior is verbalized in a video corresponding to the 

hidden camera footage aired as a part of a news commentary. The frustrated 

family member used social media to call attention to the facility after the 

problem employees were defended by their union and returned to work. 

Once the public is aware of a social media posting that has gone viral, the 

damage from that content is often irreversible, even if the posting is 

patently false. 

 

 

 

19 



Social media sites have become a primary channel of communication for 

people. Social media plays a crucial yet delicate role in the health field. 

Social media can also pose unintended consequences for both employees and 

residents in a senior living community. For employees working in a care 

home, respecting privacy is of the utmost importance when dealing with 

vulnerable residents. Employees must understand that sharing private 

information about residents on social media can pose devastating 

consequences.                                                                                                                                                                                                                                                                    

Social media posts are public to all and have the potential to go viral. A 

study on social media campaigns show that both positive and negative 

emotional appeals in messages tend to increase the chances of those posts 

going viral. For instance, employees should be cautious of posting text or 

images of colleagues or themselves in compromising situations, or any 

situation that can evoke strong emotional reactions. Employees sharing any 

information on social media about residents could result in both the 

employee’s termination and the resident’s decision to leave the care facility. 
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Therapeutic relationships are the foundation of nursing care. In a senior 

living community, therapeutic relationships are defined as a range of 

professional behavior that extends the continuum of helpfulness. 

Therapeutic relationships help protect the needs of residents by caring for 

them physically and emotionally. As the role of social media grows in the 

healthcare profession, employees must consider ways to advocate for 

patients through platforms such as Facebook, Twitter, and/or Instagram. 

Conversely, employees should be careful of violating professional boundaries.  

Social media has the potential to be a positive channel of communication. 

Healthcare professionals can use social media as a platform to advocate on 

behalf of specific issues, such as research on certain disease or health care 

policy. This type of behavior works to put resident’s needs first. However, if 

employees choose to share private information about residents, they are 

breaching confidentiality and put themselves at risk for disciplinary action.  
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